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Aviation is a complex business 

One of the most complex and integrated systems of information and communications 

technology (ICT) in the world :

❑ The Reservation Systems of Airlines (CRS),

❑ Access Control Systems to restricted areas,

❑ Passport Control Systems,

❑ Aircraft Flight Control Systems,

❑ Air Traffic Management, Communication,

❑ Navigation and Surveillance systems.

❑ Airport scanners…
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Any cyber-attack would result in significant social and economic consequences that

would create a ripple effect across the globe.

The adverse impact will not be limited only to the aviation sector.
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Cyber and reliability incidents are real, recent, and 
relevant. Most incidents are preventable with cybersecurity 

best practices.
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❑ Cyber Terrorists, Espionage, Social Engineering, E-mail viruses, Employee Error,

Natural Disasters, Portable Memory Devices, Fired Employees, Botnets, Rootkits,

Wireless Internet Access, …

❑ The nature of such cyber-attacks depends on the intent of the threat actor and their

capability to do harm. Some cyber-criminals will wish to seek financial gain while

others such as hacktivist groups, may aim to cause temporary disruption and

embarrassment to the victim.

❑ The most serious threat actors, including hostile nation states, may seek to impact

on aviation safety, security or cause significant disruption to our national and

international transport networks.

Profile and motivation of potential attackers



❑ Without the appropriate cybersecurity measures in place for this

evolving threat, the industry will remain at risk.
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Defining Cybersecurity

❑ Cybersecurity is the concept of protecting information and technology 

systems from attacks, damages or unauthorized access.

❑ Cybersecurity encompasses solutions against all sorts of breaches and 

hacking, including internal misuse, corporate espionage, ransomware, 

crypto-mining and denial of service attacks.

✓ Due Care: Putting reasonable measures in place to protect assets or data.

✓ Due Diligence: Ensuring that security measures remain sufficient to protect 

that assets or data.

Cybersecurity is only part of a holistic security risk and resilience effort 

that is required to protect people, assets, and operations. 



Safety Management System        

USOAP Continuous Monitoring Approach (CMA) 

Security Management System   

USAP Continuous Monitoring Approach

Information System Continuous Monitoring

Maintaining ongoing awareness of information security, vulnerabilities, and threats to support

organizational risk management decisions.

Continuous monitoring capabilities will be implemented to the greatest extent possible.



International Efforts

❑ While the threat of cyber-attacks undoubtedly poses a challenge that we must

learn to manage, there are also opportunities that we can harness to

strengthen our joint capabilities and infrastructure.

❑ The 39th Session of the ICAO Assembly acknowledged the urgency and

importance of protecting civil aviation’s critical infrastructure, information,

and communication technology systems and data against cyber threats, and

called for a coordinated approach to achieve an acceptable and

commensurate cyber resilience capability on a global scale.
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❑ ICAO held a global symposium on cyber security in Dubai, from 4 to 6 APRIL 2017, which

resulted in adoption of the “Declaration on Cybersecurity in Civil Aviation” which

include provisions to enhance cyber resilience and collaboration among stakeholders to

safeguard aviation against cyber-attacks.

❑ High level conference Cybersecurity in Civil Aviation from 8 to 9 November 2017,

Kraków, Poland.

❑ ICAO Europe, Middle East and Africa Summit on Cybersecurity in Civil Aviation convened

by the International Civil Aviation Organization (ICAO) in Bucharest, Romania from 7 to

9 May 2018, to address challenges to international civil aviation from cyber threats.

❑ Assembly Resolution A40-10 Addressing Cybersecurity in Civil Aviation.
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Annex 17 includes two recommendations on measures related to cyber threats:

4.9.1 Each Contracting State shall ensure that operators or entities as defined in the national civil

aviation security programme or other relevant national documentation identify their critical

information and communications technology systems and data used for civil aviation purposes and,

in accordance with a risk assessment, develop and implement, as appropriate, measures to protect

them from unlawful interference.

4.9.2 Each Contracting State should ensure that measures implemented protect, as appropriate,

the confidentiality, integrity and availability of the identified critical systems and/or data. The

measures should include, inter alia, security by design, supply chain security, network separation,

and the protection and/or limitation of any remote access capabilities, as appropriate and in

accordance with the risk assessment carried out by its relevant national authorities.
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Efforts in Africa:  Need for capacity-building

❑ Aviation industry in Africa is undergoing significant growth

❑ The African Union Ministers of Transport recognized the importance and

urgency for capacity-building in the African civil aviation sector: Called

for the creation of a Human Resources Development Fund

❑ The Windhoek Declaration and Targets on aviation security received the

highest level endorsement by the Heads of State and Government

❑ The new African Civil Aviation Policy: 7.0.6 Common Cybersecurity

Strategy in communication, navigation and surveillance.
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❑ The review of the Windhoek Targets on aviation security and facilitation entailed the

examination of all Targets, to ensure that they are current, taking into account the status of

implementation by States and deadlines, while bringing them to line with the GASeP. 3 New

Targets were introduced, taking into account the untapped Key Priority Actions of the GASeP.

➢ TARGET 16: All African States should take appropriate actions to develop a strong security

culture at all levels within the organizations by the end of 2023.

➢ TARGET 17: All African States should have set minimum technical specifications for security

equipment and other innovative means of detection techniques, certification processes and

operational use, including human factors, by the end of 2023.

➢ TARGET 18: All African States should have established the necessary framework to increase

collaboration nationally and with other States, regional organizations/partners, economic

blocks, etc. in order to promote, and quickly and efficiently achieve key aviation security

objectives in the implementation of ICAO SARPs by the end of 2023.
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Monitoring of the Windhoek Targets
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Progress on the Implementation of the Revised 

Windhoek Declaration
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❑ Implementation of Aviation Security Improvement Plans;

❑ Capacity building in the field of Aviation Security and Facilitation;

❑ Sharing of resources, experience and information to enhance aviation security

and facilitation;

❑ Guidance and efforts aimed at strengthening aviation security and facilitation.

❑ Raise awareness of innovation among States and promote its potential benefits;

❑ Encourage and support the timely deployment of sustainable innovative

technologies, processes and capacity-building activities based on operational

needs;

Capacity Building Activities and assistance programs



❑ ICAO AFI SECFAL Program;

❑ AfDB Institutional Support to the AFCAC for the Implementation of the SAATM;

❑ ECAC CASE Project;

❑ AFCAC-TSA Partnership;

❑ AFCAC-Singapore Civil Aviation Authority Cooperation program;

❑ AFCAC-United Arab Emirates Cooperation program;

❑ AFCAC-Qatar Civil Aviation Authority Cooperation program;
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Aviation Security Assistance Programs
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CYBERSECURITY PANEL MEMBERSHIP



Thank You
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